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MS (signtool.exe)
Microsoft SDK7} E&tel mj7|X|Q| Ctez =23 QlL|Ct.

Windows 7

https://www.microsoft.com/en-us/download/details.aspx?id=8279

Windows 8.1

https://dev.windows.com/ko-kr/downloads/windows-8-1-sdk

windows 10

https://dev.windows.com/en-us/downloads/windows-10-sdk

Signtoolexe &M A9 &3

http://msdn.microsoft.com/en-us/library/windows/desktop/jj835835(v=vs.85).aspx

java (jarsigner)

http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-
2133151 .html



https://www.microsoft.com/en-us/download/details.aspx?id=8279
https://dev.windows.com/ko-kr/downloads/windows-8-1-sdk
https://dev.windows.com/en-us/downloads/windows-10-sdk
http://msdn.microsoft.com/en-us/library/windows/desktop/jj835835(v=vs.85).aspx
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
http://www.oracle.com/technetwork/java/javase/downloads/jdk8-downloads-2133151.html
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2.1 User Mode sign

YYTETEES a|Xjo| FPOE AFHELCE

Microsoft Windows [Version 6.1.76811
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

N =

C:tlindowsWsystem32>

ﬂ m— |
B B2 O|SHLCH
| EX Administrator: Command Prompt g — R | =RREE X

Microsoft Windows [Uersion 6.1.76811
Copyright {c> 2889 Microsoft Corporation. All rights reserved.

C:Wlindowstzystem32 >d:

ME FZ0ol= Chaar Z5LUCh

signtool.exe sign /f certpfx /p CHIEHHZT" /d A" /du "BEALO|Eurl”  /fd  sha256  /t
http://timestamp.verisign.com/scripts/timstamp.dll “test.cab”

(/fd sha2562 winsdows70| &0 M2t ALESEA| 7| BFEFL|CH(-EE-) xpO| A= /fd shale = TIdSEMOF gLt

MBS flst x|astol FE0ol= ChEat ZSLICH
P

ME BZo9 oA L.
signtool.exe sign /f certpfx /p 1234 /d Test /du http://www.test.com /fd shal /t

http://timestamp.verisign.com/scripts/timstamp.dll test.cab

T= EﬁEj)signtuul.exe gign AF cert.pfx ~p 1234 ~d Test ~du http:=/ wuw.test.
com #fd shal -/t http:s/timestamp._verisign.comsscriptsstimstamp.dll test.cab

Done Adding Additional Store
Successfully signed: test.CAB




2.2 Kernerl Mode sign

AZN SE

. I
=22 . C mrod - o
@le > Computer » HER D) » AEH [4]] 2
Orgsnize » [ Install PFEX +  Bum  Mewfolder
i Favortes Narme : Date modificd Type Size

B Desktop 13 cert.pfx 2015-09-09 25 %.. Personal Informati... 5KB

& Downlosds 5l MSCV-VSClass3.cer 2011-02-22 2% 1. Security Certificate 2KE

1 Recent Places [ signtool.exe 2015-11-20 27 Application 422 KB

i Libraries B test.CAB 2016-01-22 25 ALZip CAB File 1,212 KB

| %] testn 2016-01-12 2= Application extens... 128 KB

Cert.pfxE AlStL|LC}.

Welcome to the Certificate Import \
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Cancel

LSS MEfgLct

Certificate Import Wizard
-

File to Import |

Spedfy the file you want to import.

File name:

Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)
Microsoft Seriglized Certificate Store (,55T)

Learn more about certificate file formats

[ < Back I][ Mext = [ Cancel
Ee—

oX |
Hu
Tt
o




Certificate Import Wizard Iﬁ

Password

To maintain security, the private key was protected with a password.
Type the password for the private key.

—

|| Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time,

Learn more about protecting private keys

nclude all extended properties.

Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

I @ E;ﬂ«m:ornaﬁcallz select the certificate store based on the HEE of cert’ﬁcahei

() Place all certificates in the following store

Learn more about certificate stores

Ceme e ] (o ) |




Certificate Import Wizard _ &J

Completing the Certificate Import I
Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:
Automatically determined by t

Content PFX
File Name DTS S Eicert.pfx
4 nm |3

< Back |I Finish I| Cancel

,
b

ASM X7t 25 A=E|ASL|CE

THZFZEE Ho|xe| Hsto2 AXgLICH

—_

Microsoft Windows [Uersion 6.1.76611]
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

C:tlindowsWsystem32>

&3 EC{2 0| FELICL

BN Administrator: Command Prompt S s s

Microsoft Windows [Version 6.1.76811]
[Copyright <(c> 2889 Microsoft Corporation. All rights reserwved.

C:Wlindowstzystem32 >d:




MY gYols CheT ZLICH
signtool sign /v /ac MSCV-VSClass3.cer /s my /n (Z|A}H) /t http://timestamp.verisign.com/scripts/timstamp.dil (Tt H)
Un (BIME) : BIME YA HH OB Qe AR(ZHY YAl Error)

(ex. KOREA ELECTRONIC CERTIFICATION AUTHORITY , INC. -> ‘KOREA’ 2 Q&)

ME FEZ0{9 oA YULICt.

signtool sign /v /ac MSCV-VSClass3.cer /s my /n KOREA /t http://timestamp.verisign.com/scripts/timstamp.dll test.sys

——— .
BN Administrator: Command Prompt |ﬂ|'-z—hj

—tg>signtuul sign v ~ac MECU-USClass3.cer ~z my - n KOREA ~t http:rrstim
estamp.verisign.consscriptsstimstamp.dll test.sus
The following certificate was selected:
Issued to: KOREA ELECTROMIC CERTIFICATIONM AUTHORITY
Issued by: Symantec GClass 3 SHA256 Code Signing CA
Expires: Sun Dec B4 A8:57:59 2816
SHA1 hash: ADBID6P4EFE?31683DF1C639762CDESF6A46AZ26

Cross certificate chain {using machine storel:
Issued to: Microsoft Code Uerification Root
Issued by: Microsoft Code Uerification Root
Expires=s: Sat Mov A1 22:54:83 2825
SHA1 hash: BFBE4DATBEFE8AB1BCCAFZA?DSCCAEY2ZEZ2A2CE66E3

Issued to: Uerifign Class 3 Public Primary Certification Authority — G5
Issued by: Microsoft Code Uerification Root

Expires: Tue Feb 23 B84:35:17 2621

SHAL hash: 57534CCCI3914C41F?HE2ZCEB2183A1DE18817D8E

to: Symantec Class 3 SHA256 Code Signing CA
by: UeriSign Class 3 Public Primary Certification Authority —

Expires: Sun Dec 160 BB:57:59 26823
SHAL hash: BA?7?EF6561DADS?BABCDESSE5762495E358F8AS

Issued to: KOREA ELECTROMIC CERTIFICATION AUTHORITY . INC.
Issued by: Symantec Class 3 SHA256 Code Signing CA
Expires: Sun Dec B4 BB:52:59 2016

SHAL hash: ADB3D674EFEY31683DF1C639762CDEBEFAA46AZ2E

Done Adding Additional Store
Successfully signed: test.sys

Mumbher of files succeszsfully Signed: 1
Mumber of warnings:
Mumber of errors: @




2.3 Dual sign

YYTEDES BIKIQ| HHPOR AFFLICL

BN Administrator: Command_ |£|E|éj

Microsoft Windows [Version 6.1.76811
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

C:tlindowsWsystem32>

#& EC2 0| FFLICH

SHA-1

signtoolexe  sign  /f  certpfx /p (H|ZHZ) /d (A™)  /du  (B{=Eurl) /fd  shal /t

http://timestamp.verisign.com/scripts/timstamp.dll (A @& o} H)

SHA-2

signtool.exe sign /f certpfx /p (HZLHZ) Jas /d  (AEH) /du (H{=url) /fd sha256  /tr
o

http://sha256timestamp.ws.symantec.com/sha256/timestamp (M &2} & H)

x

Y B30 oA YL|Lt.
SHA-1

signtool.exe sign /f cert-shal.pfx /p 1234 /d Test /du http://www.test.com /fd shal /t

http://timestamp.verisign.com/scripts/timstamp.dll test.cab
SHA-2

signtool.exe sign /f cert-sha2.pfx /p 1234 /as /d Test /du http://www.test.com /fd sha256 /tr
http://sha256timestamp.ws.symantec.com/sha256/timestamp /td sha256 test.cab
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_ test.CAB Properties

General | Digital Signatures | Security | Details

Signature list

Previous \ersions

Mame of signer: Digest algorithm Timestamp

KOREAELECTR... shal 2016 18 258 3.
KOREAELECTR... shaZhé 20165 138 258 3.

B o2 243y M ol W Lot




50l

_ﬁ cert.pfx 2015-09-09 2% 3....  Personal Informati...
[5] MSCV-VSClass3.cer 2011-02-22 @ 1. Security Certificate
[57 signtool.exe 2015-11-20 27 3 Application
@test.CAB - ALZip CAB File
|| test.sys Ouen E 6:... System file
0 gzo=u=s7|@
0 == 9=27|9)
] TR ATCE YSE7|(X)
0 of7j0 g=£2I(8)
O rtest\” o] H=E7I(W)
Open with 3
Restore previous versions
Send to 3
Cut
Copy
Create shortcut
Delete
Rename
late modified: 2016' Properties I9§_4:33
Sizer 118
H nlel = OA O =zl 3 =
MEE oS o2 2 28 510 HwS

M test.CAB Properties

==

Previous Versions |

6KB
2Kk8
422 KB
1,212 K8
132 K8

General IDig'rtaI Signaturesl Securty | Details |
@f test.CAB
o
Typeoffile:  ALZip CAB File (CAB)
Cpens with: L_} AlLZip
Location: DD E ErHw 3 E &
Size: 1.18 MB (1,240,396 bytes)
Size on digk:  1.18 MB (1,241,088 bytes)
Created: 2016913 222 382 2= 43358
Modified: 2016913 222 Y 2E T02:35
Accessed: 20164 18 222 SRS 2= 43154
Atributes:
[ ok [ Cancel

r

By MEo| Z|ACHH C|x[E ME

MBE o|z0 YEEl= HALICH

o] A40| &|of

o] =
AHE

ToM DHXIY &S

L|C}.

A EHSH
e =1

L|C}.




[ B
— test.CAB Properties u
v P e —

General | Digital Signatures | Security | Details | Previous Versions |
Signature list
Mame of signer: Digest algorthm Timestamp
KOREA ELECTR... shal 2016918 222 2
Detailz
[ ok [ cancel || sppl
EfQART S0| HEEIUCHH 2 Hof| ME W7t RoEL|CL

2W7F ACHH EtYARE FMo| HEE|ASL

Digital Signature Details - - M
General | Advanced

—_. Digital Signature Information
—
g This digital signature is OK.

Signer information

Name: ECTROMIC CERTIFICATION ALTHORITY , INC.

E-mail; INot available

Signing time: | 2080 12 2y zzuesy

l View Certificate

Countersignatures
I MName of signer: E-mail address: Timestamp
Symantec Time ... Not available 20169 18 22U 2.,
Details
= o EHIT = 2 5 A 2
MBE SMet MEE EfYA-ZE QFAMe HEE & + ASLICh

SME SHLHW 2QISIAI7| HERLICE




MY QZA 20187
..[Etal Signature Details — @g

General | Advanced

—_. Digital Signature Information
This digital signature is OK.

Signer information

MName: _ECTRONIC CERTIFICATION ALUTHORITY , INC.
E-mail: |Not available
Signing time: | 206 ¥ 18 2 2 ZREesw

' I View Certificate J

Countersignatures
I Name of signer: E-mail address: Timestamp
Symantec Time ... Mot available 0165 18 228 2.,
| Details
= = EHS
ASAEI|E d=gLCt
Certificate Certificate
I [ General [petais [ certiication Path ||\ [General | Detais | Certfication Path i
. Show: [<AJI> vl
Lﬁ Certificate Information
Field Value |
This certificate is intended for the following purpose(s):
) E]\-'ersion V3 =
» Ensures software came from software publisher : =
» Protects software from alteration after publication |:]Ser|al number 03 1d 8d 97 40 7c 87 df d385 ...
Signature algorithm sha256RSA
BSignature hash algorithm sha256
[=]1ssuer Symantec Class 3 SHA256 Cod...
" |_q = ol = =1
1 * Refer to the certification authority's statement for details. || B'«'ahd from 152 12:5{ d@SHB 2.
[E]valid to 0164 128 42U SN 2,
= 2 et KARFA Fl FrTRONTE CERTTET
Issued to: KOREA ELECTRONIC CERTIFICATION e
AUTHORITY , INC.
sha256RSA
Issued by: Symantec Class 3 SHA256 Code Signing CA I I
1 Valid from 2015- 12- 04 te 2016- 12- 04 'l

Instal Certiﬁmte...] | Issuer Statement |

Learn more about certificates

Edit Properties. ..

Learn more about certificate details

Copy to File...
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Digital Signature Details

General | Advanced

= Digital Signature Information
g‘ This digital signature is OK.

Signer information

Name: I.ECTRONIC CERTIFICATION AUTHORITY , IMC.

E-mail: INot available

Signing time: I nE 4 1 ® 12 9 =QUPET
View Certificate

Countersignatures

Symantec Time ... Mot available 20164 18 28 2.

REMBAL| ASME

MEfSED XEM3|E F+SLICt.

Digital Signature Details I

h'd
o2 s | certificate -

General | Advanced

—, Digital Signature Information
g This digital signature is OK.

Signer information

General | Details | Certification Path

L= §} (Certificate Information

This certificate is i led for the following purpose(s):
» Allows data to be signed with the current time

Name: [Eymantec Time Stamping Services Signer - 4]
E-mail: INot available [
t
Sigring time: | 2016 @ 12 2 2 3ZREIET i
\iew Certificate Issued to: Symantec Time Stamping Services Signer - G4
Countersignatures Issued by: Symantec Time Stamping Services CA - G2
Name of signer: E-mail address: Timestamp valid from  2012- 10- 18 to 2020- 12- 30
. I Issuer Statement
Details
Learn more about Eertificates
H
L — = it —
o= =2 = Ol AEHIT O|= iHE 3lo|st A Ol
|_|ok| EyIE TEA|E El'l::—l:li |_|ok| onE %!-I_IE T AAuLll:l'-
IAEHTD 2 2 = o= [e) O f1lolo] © & o Ol AEHIT O|= o] &
EtARE gMS & ASMe B¢ oo R=7|2 EtY2/=E ASAMe {27




HHO|Z HOISHs WY

Signtool verify /v /kp (1} H)

BYHo= MYO| HAx|UCHH CiSat SPHMT LHEtLEA ELch

.
BN Administrator: Command Prompt |ﬂ|é]

IC:WProgram FilesWMicrosoft SDHEsWlindowsW?.1WBin>signtool wverify ~v /kp test.sys|i@

Verifying: test.sys
Hash of file <{shal): C46?BAG3EC286836136F19AD1E2EC24FBA3BY2D4

Signing Certificate Chain:
Issued t UeriSign Class 3 Puhbhlic Primary Certification Authority — G5
Issued by: UVeriSign Class 3 Public Primary Certification Authority — G5
Expires: Thu Jul 17 B8:5%2:59 2836
SHA1 hash: 4EB6D578499B1CCFSFS581EADS6BEIDYB6744A5ES

Issued to: Symantec Class 3 Extended Ualidation Code Signing CA - G2

Issued by: Uerifign Class 3 Public Primary Certification Authority — G5 . N
Expires: Mon Mar B4 B8:59:59 2924 MESE OIS A0f CHot e QL|Ch
SHA1 hash: SBBF8BCBAATID3SF76CD412AFE?4E916594DFA67

Iss to: Korea Electronic Certification Authority,. Inc.
Iss by: Symantec Class 3 Extended Validation Code Signing CA - G

Expires: Thu Sep B8 @8:59:5% 2816
SHA1 hash: 88867631BD5A741A23CDC61FEEYF6IE4E2RB77872

The zignature iz timestamped: Fri Sep 11 20:27:84 2015
Timestamp Uerified hy:

Issued t Thawte Timestamping CA

Issued b Thawte Timestamping CA

Expires: Fri Jan 81 @8:59:59 2821

SHA1 hash: BE36A4562FB2EEBSDEB3D32323ADF445A84EDGS6

Issued to: Symantec Time Stamping Services CA - G2 =
Iszued by: Thawte Timestamping CAH é}{ﬂ =
Expires: Thu Dec 31 88:5?:59 2628

SHA1 hash: 6CA7453FFDDABBBII7A7CAYBB2FB3D15F35336B1 01§5L|Ef

Issued to: Symantec Time Stamping Services Signer — G4
Issued by: Symantec Time Stamping Services CA - G2
Expires: Wed Dec 38 B8:59:57 2828

SHA1 hash: 65439929B67?73EB192D6FF243E6767ADFA834E4

Certificate Chain:
Issued to: Microsoft Code Uerification Root
Issued by: Microsoft Code Uerification Root
Expires: Sat Mov B1 22:54:83 20825
SHAl hash: S8FBE4DB7BEFS8AB1BCCAF2ZAYDSCCAE?2B2A2C66B3

Issued to: VeriSign Class 3 Public Primary Certification Authority — G5
Issued by: Hicrosoft Code Uerification Root
Expires: Tue Feh 23 B4:35:17 2821

8HA1 hash: 57534CCC33914C41F?8E2CBB2183A1DB18817DEE A-I 0" EH St xc->|_|;__|o‘:’ [_l EI.
of .
Issued : Symantec Class 3 Extended Validation Code Signing CA — G }jgg ?ﬂé% [m(H|EJ Eicq

Issued UeriSign Class 3 Public Primary Certification Authority

Expires: Mon Mar B4 B8:59:59 26824
SHA1 hash: SB8FEBCEBAY3ID3ISF?6CD412AEP4E?16594DFAGY

to: Korea Electronic Certification Authority. Inc.
by: Symantec Class 3 Extended Ualidation Code Signing CA

Expires: Thu Sep B8 B8:59:5% 2016
£HA1 hash: B8B67631BDSA741A23CDCA1FEE?F63E4E2B7?7872

Buccessfully verified: test.sys

Hunmber of files successfully Uerified: 1
Mumber of warnings: B8
MNumber of errors: @




3. Java

3.1 Java Sign

33 £ BE|xfo| ABOE ARBLICL

o o —_ —

EN Administrator: Commandprom_ |ﬂéj

Microsoft Windows [Uersion 6.1.76611]
Copyright <c> 2889 Microsoft Corporation. All rights reserved.

[El
Ol
[El
|m

C:WlindowsWsystem32>

2 E0 2 o] S Ct

BEA Administrator Command Prompt

C:WlindowsWiustend2 >cd C:WProgram FilestJavaltjrel .8 _@_71Whin

M3E E3Zol= Chaat 25Ut

jarsigner -storetype pkcs12 -keystore cert.pl2 -tsa http://timestamp.geotrust.com/tsa A HEI} L H jar alias

ME 02| G YLICE

jarsigner -storetype pkcs12 -keystore cert.pl2 -tsa http://timestamp.geotrust.com/tsa test.jar alias

[ ESEE ™)

EX Administrator: Command Prompt

C:WProgram FilesthlavaWjdki . 8.8_M¥hin>jarsigner —storetype pkcocsl? —keystore cert
.pl2 —tsa http://timestamp.geotrust.comstsa test.jar alias

Enter Passphrase for keystore:

jar signed.

C:WProgram FilesWJavalWjdkl .8 _ 8_71Whinl>




3.2 Java HAF M =191617]

ALK ol oYL,

jarsigner -verify -verbose -certs [M Y=l jarmf Y]

ME =l HE0{2| oA YLCE

jarsigner -verify -verbose -certs test.jar

C:WProgram FilesthlavaWjdki.8.8_P1ithin>jarsigner —verify —verhose —certs test.jar

®.589, CN="KOREA ELECTRONIC CERTIFICATION AUTHORITY . INC
TROMIC GERTIFIGATION AUTHORITY . ING.". L=Seocho—gu, 8T=S5eoul. C=KR
[certificate is valid from 15. 12. 4 T
X.58%, CN=Symantec Class 3 SHA256 Code Signing CA, OU=Symantec Trust MNetwo
vk, O=Symantec Corporation, C=US
[certificate is valid from 13. 12. 18
n Glass 3 Public Primary Certification Authority — GH. QU
Inc. — For authorized use only", OU=Uerifign Trust Hetwork.
eriSign.
[certificate iz valid from B6. 11. 8 T

=m 1989 Thu Apr 25 23:14:88 KST 2882 oraclersecurityrso3logons03LoginProtoco
1Helper.class

[entry was signed on 16. 1. 25 55 11:891

®.587. CH="KOREA ELECTRONIC CERTIFICATION AUTHORITY . IN
TRONIC CERTIFICATION AUTHORITY . INC.". L=Seocho—gu. $T=Seoul, C=KR

[certificate is valid from 15. 12. 4 ©

rk, O=Symantec Corporation, G=US§
[certificate iz valid from 13. 12. 18 ol il
X.58%, CN=Verifign Class 3 Public Primary Certification Authority — G5, OU
{c> 2886 VeriSign,. Inc. — For authorized use only", OU=UeriSign Trust HNetwork.
0="UeriSign, Inc. Cc=us
[certificate is valid from B6. 11. 8 © ?:08 to 36. 7. 17

sm 646 Thu Apr 25 23:14:88 KST 28082 oracle-securityso3logon/03LoginClientH

elper.class

[entry was signed on 16. 1. 25
®.589, CN="KOREA ELECTRONIC CERTIFICATION AUTHORITY ., IM
TRONIC CERTIFICATION AUTHORITY . INC.". L=Seocho—gu. 8T=Seocul. C=KR
[certificate is valid from 15. 12. 4
X.58?, CN=Symantec Class 3 SHAZ256 Code Signing CA. OU=Symantec Trust MNetwo
rk, O=Symantec Corporation, C=US
[certificate is valid from 13. 12. 18 S5 92:88 to 23. 12. 18 F¢
¥.58%, CH=Uerifign Class 3 Public Primary Certification Authority — G5, OU
{c? 2806 UeriSign,. Inc. — For authorized use only", QU=VeriSign Trust HMetwork.
eriSign, Inc.",. C=US
[certificate is valid from B6. 11. 8 9:088 to 36. 7. 17 8:591

8298 Thu Apr 25 23:14:88 KET 2882 oraclessecurityso3logonsCl.class
[entry was signed on 16. 1. 25 =
®.589. CHN="KOREA ELECTRONIC CERTIFICATION AUTHORITY . IM
TRONIC CERTIFICATION AUTHORITY . INC.". L=Seocho—gu. $T=Seoul.
[certificate is valid from 15. 12. 4 8 to 16. 12. 4
¥.58%, CH=8ymantec Class 3 S8HA256 Code Signing CA, OU=Symantec Trust Hetwo
rk, O=Symantec Corporation, C=U%
[certificate is valid from 13. 12. 18 2% 2:88 to 23. 12. 1@ 5 8:591
X.58%, CH=Verifign Class 3 Public Primary Certification Authority — G5, OU
¢c> 2886 VeriSign. Inc. — For authorized use only", OU=Uerifign Trust Hetwork.
erifign, Inc.™, 13
[certificate is valid from B6. 11. 8 9:08 to 36. 7. 17

signature was verified

entry is listed in manifest

at least one certificate was found in keystore

at least one certificate was found in identity scope

jar verified.
——
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(Rl =% OfX|Lt AOE A3EEHE e HE2 25 d5&s S20[UE(T
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Signing parameter options:
Append this signature. If no primary signature is present,. this
signature will be made the primary signature instead.
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